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(11) Whether the demand or request is 
within the authority of the party mak-
ing it; and 

(12) Whether a substantial Govern-
ment interest is implicated. 

(d) Restrictions on testimony or produc-
tion of records or official information. 
When necessary or appropriate, the 
General Counsel may impose restric-
tions or conditions on the production 
of testimony or records or official in-
formation. These restrictions may in-
clude, but are not limited to: 

(1) Limiting the area of testimony; 
(2) Requiring that the requester and 

other parties to the legal proceeding 
agree to keep the testimony under seal; 

(3) Requiring that the testimony be 
used or made available only in the 
legal proceeding for which it was re-
quested; 

(4) Requiring that the parties to the 
legal proceeding obtain a protective 
order or execute a confidentiality 
agreement to limit access and any fur-
ther disclosure of produced records or 
official information. 

(e) Fees for Production. Fees will be 
charged for production of TVA records 
and information. The fees will be the 
same as those charged by TVA pursu-
ant to its Freedom of Information Act 
regulations, 16 CFR 1301.10. 

§ 1301.56 Final determination. 
The General Counsel makes the final 

determination whether a demand for 
testimony or production of records or 
official testimony in a legal proceeding 
in which TVA is not a party shall be 
granted. All final determinations are 
within the sole discretion of the Gen-
eral Counsel. The General Counsel will 
notify the requesting party and, when 
necessary, the court or other authority 
of the final determination, the reasons 
for the grant or denial of the request, 
and any conditions that the General 
Counsel may impose on the production 
of testimony or records or official in-
formation. 

§ 1301.57 Waiver. 
The General Counsel may grant a 

waiver of any procedure described by 
this part where a waiver is considered 
necessary to promote a significant in-
terest of TVA or the United States, or 
for other good cause. 

Subpart E—Protection of National 
Security Classified Information 

SOURCE: 76 FR 39261, July 6, 2011, unless 
otherwise noted. 

§ 1301.61 Purpose and scope. 
(a) Purpose. These regulations, taken 

together with the Information Security 
Oversight Office’s implementing direc-
tive at 32 CFR Part 2001, Classified Na-
tional Security Information, provide 
the basis for TVA’s security classifica-
tion program implementing Executive 
Order 13526, ‘‘Classified National Secu-
rity Information,’’ as amended (‘‘the 
Executive Order’’). 

(b) Scope. These regulations apply to 
TVA employees, contractors, and indi-
viduals who serve in advisory, consult-
ant, or non-employee affiliate capac-
ities who have been granted access to 
classified information. 

§ 1301.62 Definitions. 
The following definitions apply to 

this part: 
(a) ‘‘Original classification’’ is the 

initial determination that certain in-
formation requires protection against 
unauthorized disclosure in the interest 
of national security (i.e., national de-
fense or foreign relations of the United 
States), together with a designation of 
the level of classification. 

(b) ‘‘Classified national security in-
formation’’ or ‘‘classified information’’ 
means information that has been deter-
mined pursuant to Executive Order 
13526 or any predecessor order to re-
quire protection against unauthorized 
disclosure and is marked to indicate its 
classified status when in documentary 
form. 

§ 1301.63 Senior agency official. 
(a) The Executive Order requires that 

each agency that originates or handles 
classified information designate a sen-
ior agency official to direct and admin-
ister its information security program. 
TVA’s senior agency official is the Di-
rector, Enterprise Information Secu-
rity & Policy. 

(b) Questions with respect to the In-
formation Security Program, particu-
larly those concerning the classifica-
tion, declassification, downgrading, 
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and safeguarding of classified informa-
tion, shall be directed to the Senior 
Agency Official. 

§ 1301.64 Original classification au-
thority. 

(a) Original classification authority 
is granted by the Director of the Infor-
mation Security Oversight Office. TVA 
does not have original classification 
authority. 

(b) If information is developed that 
appears to require classification, or is 
received from any foreign government 
information as defined in section 6.1(s) 
of Executive Order 13526, the individual 
in custody of the information shall im-
mediately notify the Senior Agency Of-
ficial and appropriately protect the in-
formation. 

(c) If the Senior Agency Official be-
lieves the information warrants classi-
fication, it shall be sent to the appro-
priate agency with original classifica-
tion authority over the subject matter, 
or to the Information Security Over-
sight Office, for review and a classifica-
tion determination. 

(d) If there is reasonable doubt about 
the need to classify information, it 
shall be safeguarded as if it were classi-
fied pending a determination by an 
original classification authority. If 
there is reasonable doubt about the ap-
propriate level of classification, it 
shall be safeguarded at the higher level 
of classification pending a determina-
tion by an original classification au-
thority. 

§ 1301.65 Derivative classification. 

(a) In accordance with Part 2 of Exec-
utive Order 13526 and directives of the 
Information Security Oversight Office, 
the incorporation, paraphrasing, re-
stating or generation in new form of 
information that is already classified, 
and the marking of newly developed 
material consistent with the classifica-
tion markings that apply to the source 
information, is derivative classifica-
tion. 

(1) Derivative classification includes 
the classification of information based 
on classification guidance. 

(2) The duplication or reproduction of 
existing classified information is not 
derivative classification. 

(b) Authorized individuals applying 
derivative classification markings 
shall: 

(1) Observe and respect original clas-
sification decisions; and 

(2) Carry forward to any newly cre-
ated documents the pertinent classi-
fication markings. 

(3) For information derivatively clas-
sified based on multiple sources, the 
authorized individuals shall carry for-
ward: 

(i) The date or event for declassifica-
tion that corresponds to the longest pe-
riod of classification among the 
sources; and 

(ii) A listing of these sources on or 
attached to the official file or record 
copy. 

(c) Documents classified derivatively 
shall bear all markings prescribed by 32 
CFR 2001.20 through 2001.23 and shall 
otherwise conform to the requirements 
of 32 CFR 2001.20 through 2001.23. 

§ 1301.66 General declassification and 
downgrading policy. 

(a) TVA does not have original classi-
fication authority. 

(b) TVA personnel may not declassify 
information originally classified by 
other agencies. 

§ 1301.67 Mandatory review for declas-
sification. 

(a) Reviews and referrals in response 
to requests for mandatory declassifica-
tion shall be conducted in compliance 
with section 3.5 of Executive Order 
13526, 32 CFR 2001.33, and 32 CFR 
2001.34. 

(b) Any individual may request a re-
view of classified information and ma-
terial in possession of TVA for declas-
sification. All information classified 
under Executive Order 13526 or a prede-
cessor Order shall be subject to a re-
view for declassification by TVA, if: 

(1) The request describes the docu-
ments or material containing the infor-
mation with sufficient specificity to 
enable TVA to locate it with a reason-
able amount of effort. Requests with 
insufficient description of the material 
will be returned to the requester for 
further information. 

(2) The information requested is not 
the subject of pending litigation. 
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